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NOTES 

for the financial year 2024 

of 

Kaspersky Labs GmbH, Ingolstadt 

I. General information 

Kaspersky Labs GmbH has its headquarters in Ingolstadt and is registered in the 

Commercial Register B at Ingolstadt Local Court under the number HRB 3527. 

As a medium-sized corporation within the meaning of Section 267 (2) of the German 

Commercial Code (HGB), the size-related exemptions in accordance with Section 288 

(2) of the German Commercial Code (HGB) are applied to the notes. 

II. Accounting and valuation principles 

The annual financial statements as of 31 December 2024 have been prepared in 

accordance with the provisions of German commercial law. The provisions of the 

German Limited Liability Company Act were observed, as were the provisions of the 

German Accounting Directive Implementation Act (BilRUG). The valuation methods 

correspond to those used in the previous year's financial statements. The income 

statement is structured according to the total cost method. 
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III. Information on individual items in the balance sheet 

1. Fixed assets 

Intangible assets and property, plant and equipment are carried at acquisition or 

production cost, less scheduled depreciation and amortisation. Depreciation is 

calculated using the straight-line method, or pro rata temporis (between 3 and 

11 years) in the case of purchases made during the fiscal year. Low-value fixed 

assets with acquisition costs of less than EUR 800 are written off immediately. For 

the development of the cumulative acquisition costs and the cumulative 

depreciation per asset item in 2024, please refer to the statement of changes in 

fixed assets in the Notes. 

2. Current assets 

Receivables and other assets are stated at nominal value. Adequate individual 

allowances have been made for doubtful receivables. As in previous years, no 

allowance was made for receivables within the Kaspersky Group. Since most sales 

are made to a small number of well-known major customers, and since these, with 

very few (short-term) exceptions, were not in default of payment on the balance 

sheet date, we consider the risk of default to be very low. All receivables and other 

assets, with the exception of rent deposits (see "Other assets"), are due within one 

year. 

Receivables and other assets 

The remaining receivables and other assets have a remaining term of less than 

one year. 
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Cash and cash equivalents 

Cash on hand and bank balances, 868 TEuro, are stated at nominal value. 

3. Prepaid expenses and deferred charges 

The prepaid expenses and deferred charges correspond to the amounts paid in 

advance pro rata temporis. 

4. Provisions 

The provisions take into account all identifiable risks and uncertain liabilities 

according to sound business judgement. They are stated at the amount required 

for settlement. 

 

Other provisions and accrued liabilities 

The other accruals of 4.663 TEuro (previous year: 3.025 TEuro) comprise accruals 

for invoices not yet received or booked of 384 TEuro (previous year: 987 TEuro), 

for personnel costs of 4.094 TEuro (previous year: 1.519 TEuro) and for all other 

costs of 185 TEuro (previous year: 519 TEuro). 

5. Liabilities  

Liabilities are recognised at the settlement amount. 

On the balance sheet date, there were liabilities to the shareholder of 0 TEuro 

(previous year: 0 TEuro).  

The liabilities are not secured. 
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6. Other financial obligations and contingent liabilities 

The total amount of other financial obligations is 302 TEuro. It consists of financial 

obligations from rental agreements of 120 TEuro with a term until 2026 and 

financial obligations from car leasing agreements of 182 TEuro with a term 

between one and three years.  

There are no other financial obligations to affiliated companies. 

For rented buildings, mainly in Ingolstadt, 179 TEuro have been deposited with the 

landlords as a security deposit. 

7. Currency translation 

There are neither receivables nor liabilities in foreign currencies to any significant 

extent. The foreign currency income is 20 TEuro (previous year: 2 Teuro) and the 

foreign currency expenses within other operating expenses amount to 58 TEuro 

(previous year: 5 TEuro). 

IV. Notes to the profit and loss account 

Other operating income primarily includes income from the release of provisions in 

the amount of 158 TEuro (previous year: 839 TEuro). Personnel expenses include 

provisions for severance payments amounting to 2.488 TEuro, which were 

recognised due to restructuring in 2024. 
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V. Other information 

1. Members of the management 

Mr. Waldemar Bergstreiser, Großmehring / Germany, General Manager DACH  

The total remuneration of the managing director is not required to be disclosed in 

accordance with Section 286 (4) of the German Commercial Code.  

2. Shareholder / group 

The company is included in the consolidated financial statements of Kaspersky 

Labs Ltd, London. This is both the direct parent company of Kaspersky Labs GmbH 

and the top-level group company of the Kaspersky Group. The consolidated 

financial statements can be viewed at Companies House in Great Britain. 

3. Employees 

The average number of employees during the year was 70 including 3 part-time 

employees and 2 employees of the Austrian branch. 

 

4. Proposal for the appropriation of earnings 

The management proposes to carry forward the net income and the profit carried 

forward in full to new account.   





Kaspersky Labs GmbH

Ingolstadt

Cost of purchase or manufacturing Accumulated depreciation Carrying amounts

Status Additions Disposals Status Status Additions Disposals Status

01.01.2024 2024 2024 31.12.2024 01.01.2024 2024 2024 31.12.2024 31.12.2024 31.12.2023

€ € € € € € € € € €

A. Fixed Assets

I. Intangible Assets

acquired concessions, industrial property and 

similar rights and assets as well as licenses in such 

rights and assets 646.047,98 0,00 0,00 646.047,98 646.047,98 0,00 0,00 646.047,98 0,00 0,00

646.047,98 0,00 0,00 646.047,98 646.047,98 0,00 0,00 646.047,98 0,00 0,00

II. Tangbile assets

other equipment, operating and office equipment 6.082.246,86 204.986,65 664.794,95 5.622.438,56 4.417.272,10 658.670,41 637.222,33 4.438.720,18 1.183.718,38 1.664.974,76

6.082.246,86 204.986,65 664.794,95 5.622.438,56 4.417.272,10 658.670,41 637.222,33 4.438.720,18 1.183.718,38 1.664.974,76

6.728.294,84 204.986,65 664.794,95 6.268.486,54 5.063.320,08 658.670,41 637.222,33 5.084.768,16 1.183.718,38 1.664.974,76

Development of fixed assets 2024
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Kaspersky Labs GmbH, Ingolstadt 

 

Management report for the 2024 financial year 
 

A. Fundamentals of the company 

The Kaspersky Lab Group is a provider of IT security solutions for private customers and 

companies. A wide range of services and solutions is offered for the various corporate 

customers, small and medium-sized companies as well as large enterprises. 

The revenues of Kaspersky Labs GmbH consist mainly of the sale of intangible products 

to distributors and, to a lesser extent, of marketing services within the Group, for which a 

commission independent of sales is guaranteed.  

Research and development is carried out within the Group, at Kaspersky Lab AO, Mos-

cow. There are no own research and development activities. The operating facility near 

Vienna provides sales services in Austria. The operating facility was managed by two 

local employees. Its share of the total earnings of Kaspersky Labs GmbH amounted to 

25 TEuro (previous year: 21 TEuro). In percentage terms, the share amounts to 2.3%. 

 

B. Business report 

I. General conditions 

The main important financial performance indicators for the company continue to be sales 

revenues and earnings before taxes. 

The digitization of industry and corporate networks, which has already been growing 

strongly in previous years, is facing an ever-increasing shortage of specialists in the are-

as of IT and IT security with a constantly growing number of increasingly complex and 

targeted cyberattacks. We see the revenue growth and further development of the mar-

ket since 2019 in overarching IT systems for the strong automation of protection and 

prevention of users, data and identities. 

The Ukraine war and the resulting BSI warning regarding Kaspersky's antivirus solutions, 

together with the recommendation to use alternative solutions from other providers to 
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protect endpoints, placed a heavy burden on the company and damaged its reputation. 

As a result, many important partnerships in the consumer and B2B segments were  

terminated by Kaspersky's business partners or paused for an unforeseeable period.  In 

addition, the competition reacted with very high discounts and aggressive poaching of 

specialists. 

Although the market has no complaints about the technical functioning of the products 

and remains convinced of Kaspersky's high level of expertise, and Kaspersky itself further  

expanded its Global Transparency Initiative, which was already introduced in 2019, the 

outbreak of the war and the public warning with correspondingly rich and intensive media 

coverage led to a weakening of Kaspersky's market position in Germany and in Europe. 

The current and future focus is on winning back and retaining partners and customers, 

as well as product-related services and threat intelligence for companies and AV protec-

tion for private customers in the online segment.  

II. Business development 

The turnover of Kaspersky Labs GmbH in the German and Austrian market area in-

creased by 18% compared to the previous year and was therefore better than the original 

worst-case assumptions had suggested.   

The operating result before taxes amounted to 1.6m Euro and was therefore 3% higher 

than the previous year's result. Other operating expenses were reduced by 2% compared 

to the previous year. 

III. Earnings situation 

At 19.1m Euro, sales at Kaspersky Labs GmbH were higher than in the previous year 

(16.3m Euro).  

Other operating income of 0.3m Euro is largely made up of income from the reversal of 

provisions and income from employee benefits 

At 12.4m Euro, personnel expenses were up on the previous year's figure of 10.1m Euro. 

The reason for this change was higher personnel costs due to the provisions recognized 

for severance payments in the amount of 2.5m Euro. 
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Other operating expenses fell from 4.8m Euro to 4.7m Euro. The majority of this figure 

consisted of sales and marketing costs. 

The interest result amounted to  114 TEuro (previous year: - 215 TEuro). The reason 

for this change was the decreased or adjusted interest rates for intercompany loans. 

At 1.1m Euro, earnings before taxes were higher overall than in the previous year (1.5m 

Euro). 

IV. Net assets and financial position 

The fixed assets tied up in the company decreased to 1.2m Euro  

(previous year: 1.7m Euro).  

Trade receivables increased from 2.5m Euro to 2.7m Euro. 

Receivables from affiliated companies increased from 7.0m to EUR 8.0m Euro. Liabilities 

to the same companies decreased from 6.7m Euro to 3.8m Euro. These mainly relate to 

intercompany invoices for services.  

Provisions rose from 3.0m Euro to 4.7m Euro. This is primarily the result of increased 

provisions for severence payments. 

Trade payables increased from 0.1m Euro to 0.2m Euro.  

Other liabilities amount to 0.4m Euro and result primarily from tax liabilities. 

Cash and cash equivalents as at December 31, 2024 amounted to 0.9m Euro (previous 

year: 0.4m Euro). The company was in a position to meet its financial obligations at all 

times in the 2024 financial year. 

The financial instruments held by the company include, in particular, receivables and 

bank balances. 

V. Overall statement on the economic situation 

The company's economic situation was positive and stable. The year 2024 was in line 

with expectations but, as in the global economy as a whole, was significantly influenced 

by the conflict in Ukraine.  
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The current contracts within the Group minimize the risk for the German GmbH, which 

therefore mainly consists of market risks. 

Opportunities report 

In order to further expand its market position, Kaspersky Labs GmbH is making targeted 

investments in future technologies such as XDR. In addition to the established EDR seg-

ment, services such as Managed Detection and Response (MDR) and threat analyses 

are increasingly coming into focus as promising growth drivers - a development that has 

been apparent since 2021. The market remains characterised by strong competition and 

ongoing consolidation. In the end customer business, there is a clear trend towards a 

shift from brick-and-mortar retail to digital sales channels. 

Risk report 

Despite the initial success in winning back individual customers and partners, there are 

still short to medium-term risks in connection with the geopolitical impact of the war in 

Ukraine and the existing warning from the BSI.  

It remains uncertain whether and when this warning will be cancelled or adjusted. These 

factors led to considerable negative media resonance, which had immediate and serious 

consequences for the operating business: advertising campaigns were discontinued by 

leading media houses, trade fair participations were prohibited or cancelled, advertising 

partners terminated or paused their cooperation, and both B2C and B2B resellers dis-

continued or suspended the sale of Kaspersky products. Even though there is often only 

talk of a temporary interruption, it remains unclear whether a resumption is realistic in the 

near future. Kaspersky's solutions are regularly subjected to independent product tests 

and consistently achieve top ratings. The so-called TOP3 metric - an industry-recognised 

measure of consistent product quality across various tests - confirms the high perfor-

mance of Kaspersky products, with awards from leading laboratories such as AV-Com-

paratives, AV-TEST and SE Labs. In 2024, the portfolio was once again prominently 

placed in the TOP3*. Business interruptions due to physical or similar events are largely 

limited to internal risks within the Kaspersky Group, which are categorised as low. Possi-

ble liquidity risks are limited by consistent cost management, targeted cost-cutting 

measures and structured risk and quality management. 

 

 

















1. Scope of application
(1) These engagement terms apply to contracts between German Pub-
lic Auditors (Wirtschaftsprüferinnen/Wirtschaftsprüfer) or German Public
Audit Firms (Wirtschaftsprüfungsgesellschaften) – hereinafter collectively
referred to as ”German Public Auditors” – and their engaging parties for
assurance services, tax advisory services, advice on business matters
and other engagements except as otherwise agreed in writing (Textform)
or prescribed by a mandatory rule.
(2) Third parties may derive claims from contracts between German Pub-
lic Auditors and engaging parties only when this is agreed or results from
mandatory rules prescribed by law. In relation to such claims, these en-
gagement terms also apply to these third parties. A German Public Audi- 
tor is also entitled to invoke objections (Einwendungen) and defences
(Einreden) arising from the contractual relationship with the engaging par-
ty to third parties.

2. Scope and execution of the engagement
(1) Object of the engagement is the agreed service – not a particular
economic result. The engagement will be performed in accordance with
the German Principles of Proper Professional Conduct (Grundsätze ord- 
nungsmäßiger Berufsausübung). The German Public Auditor does not
assume any management functions in connection with his services. The
German Public Auditor is not responsible for the use or implementation of 
the results of his services. The German Public Auditor is entitled to make
use of competent persons to conduct the engagement.
(2) Except for assurance engagements (betriebswirtschaftliche Prüfun-
gen), the consideration of foreign law requires an express agreement in
writing (Textform).
(3) If circumstances or the legal situation change subsequent to the

not obligated to refer the engaging party to changes or any consequences 
resulting therefrom.

3. The obligations of the engaging party to cooperate
(1) The engaging party shall ensure that all documents and further infor-
mation necessary for the performance of the engagement are provided to 
the German Public Auditor on a timely basis, and that he is informed of all 

of the engagement. This also applies to those documents and further

the German Public Auditor’s work. The engaging party will also designate 
suitable persons to provide information.
(2) Upon the request of the German Public Auditor, the engaging party

submitted as well as the explanations and statements provided in state-
ment as drafted by the German Public Auditor or in a legally accepted
written form (gesetzliche Schriftform) or any other form determined by the 
German Public Auditor.

4. Ensuring independence
(1) The engaging party shall refrain from anything that endangers the

-

engagements on their own behalf.
(2) Were the performance of the engagement to impair the independence 

apply in the same way as to the German Public Auditor in other engage-
ment relationships, the German Public Auditor is entitled to terminate the
engagement for good cause.

5. Reporting and oral information
To the extent that the German Public Auditor is required to present results 
in a legally accepted written form (gesetzliche Schriftform) or in writing
(Textform) as part of the work in executing the engagement, only that

presentation is authoritative. Draft of such presentations are non-bind-
ing. Except as otherwise provided for by law or contractually agreed, oral 
statements and explanations by the German Public Auditor are binding 

-
formation of the German Public Auditor outside of the engagement are 
always non-binding.

6. Distribution of, a German Public Auditor‘s professional state-
ment
(1) The distribution to a third party of professional statements of the
German Public Auditor (results of work or extracts of the results of work

Public Auditor acting for the engaging party requires the German Public
Auditor’s consent be issued in writing (Textform), unless the engaging
party is obligated to distribute or inform due to law or a regulatory require-
ment.
(2) The use by the engaging party for promotional purposes of the Ger-
man Public Auditor’s professional statements and of information about the 
German Public Auditor acting for the engaging party is prohibited.

-
gaging party may reduce the fees or cancel the contract for failure of such 

refusal to perform subsequently, or for unconscionability or impossibility
of subsequent performance. If the engagement was not commissioned
by a consumer, the engaging party may only cancel the contract due to

of subsequent performance, to subsequent non-performance, to uncon-
scionability or impossibility of subsequent performance. No. 9 applies to
the extent that further claims for damages exist.
(2) The engaging party must assert a claim for subsequent performance
(Nacherfüllung) in writing (Textform) without delay. Claims for subsequent 
performance pursuant to paragraph 1 not arising from an intentional act
expire after one year subsequent to the commencement of the time limit
under the statute of limitations.

Auditor’s professional statement (long-form reports, expert opinions etc.)
may be corrected – also versus third parties – by the German Public Au-
ditor at any time. Misstatements which may call into question the results
contained in a German Public Auditor’s professional statement entitle the
German Public Auditor to withdraw such statement – also versus third

engaging party, if practicable.

(1) Pursuant to the law (§ [Article] 323 Abs 1 [paragraph 1] HGB [Ger-
man Commercial Code: Handelsgesetzbuch], § 43 WPO [German Law
regulating the Profession of Wirtschaftsprüfer: Wirtschaftsprüferordnung], 
§ 203 StGB [German Criminal Code: Strafgesetzbuch]) the German Pub-

-

of his professional work, unless the engaging party releases him from this 

(2) When processing personal data, the German Public Auditor will ob-
serve national and European legal provisions on data protection.

9. Liability
(1) For legally required services by German Public Auditors, in particular 
audits, the respective legal limitations of liability, in particular the limitation 
of liability pursuant to § 323 Abs. 2 HGB, apply.
(2) Insofar neither a statutory limitation of liability is applicable, nor an
individual contractual limitation of liability exists, claims for damages
due to negligence arising out of the contractual relationship between the

[Translator‘s notes are in square brackets] 

General Engagement Terms
for

Wirtschaftsprüferinnen, Wirtschaftsprüfer and  
Wirtschaftsprüfungsgesellschaften

[German Public Auditors and Public Audit Firms] 
as of January 1, 2024
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engaging party and the German Public Auditor, except for damages resulting 
from injury to life, body or health as well as for damages that constitute a 
duty of replacement by a producer pursuant to § 1 ProdHaftG [German Prod-
uct Liability Act: Produkthaftungsgesetz], are limited to € 4 million pursuant 
to § 54 a Abs. 1 Number 2 WPO. This applies equally to claims against the 
German Public Auditor made by third parties arising from, or in connection 
with, the contractual relationship. 
(3) When multiple claimants assert a claim for damages arising from an
existing contractual relationship with the German Public Auditor due to the
German Public Auditor’s negligent breach of duty, the maximum amount
stipulated in paragraph 2 applies to the respective claims of all claimants
collectively.
(4) The maximum amount under paragraph 2 relates to an individual case
of damages. An individual case of damages also exists in relation to a uni-
form damage arising from a number of breaches of duty. The individual case 
of damages encompasses all consequences from a breach of duty regard-
less of whether the damages occurred in one year or in a number of suc-
cessive years. In this case, multiple acts or omissions based on the same
source of error or on a source of error of an equivalent nature are deemed to 
be a single breach of duty if the matters in question are legally or economi-
cally connected to one another. In this event the claim against the German
Public Auditor is limited to € 5 million.

-
sequent to the written statement (Textform) of refusal of acceptance of the
indemnity and the engaging party has been informed of this consequence.
This does not apply to claims for damages resulting from scienter, a culpable 
injury to life, body or health as well as for damages that constitute a liability
for replacement by a producer pursuant to § 1 ProdHaftG. The right to invoke 

10. Supplementary provisions for audit engagements

management report audited by a German Public Auditor and accompanied
by an auditor‘s report (Bestätigungsvermerk), he may no longer use this
auditor’s report.
If the German Public Auditor has not issued an auditor‘s report, a reference
to the audit conducted by the German Public Auditor in the management
report or any other public reference is permitted only with the German Pub-
lic Auditor’s consent, issued in a legally accepted written form (gesetzliche
Schriftform), and with a wording authorized by him.
(2) lf the German Public Auditor revokes the auditor‘s report, it may no
longer be used. lf the engaging party has already made use of the auditor‘s
report, then upon the request of the German Public Auditor he must give

-

11. Supplementary provisions for assistance in tax matters
(1) When advising on an individual tax issue as well as when providing
ongoing tax advice, the German Public Auditor is entitled to use as a correct 
and complete basis the facts provided by the engaging party – especially
numerical disclosures; this also applies to bookkeeping engagements.
Nevertheless, he is obligated to indicate to the engaging party any material

(2) The tax advisory engagement does not encompass procedures re-
quired to observe deadlines, unless the German Public Auditor has explicitly 
accepted a corresponding engagement. In this case the engaging party
must provide the German Public Auditor with all documents required to ob-
serve deadlines – in particular tax assessments – on such a timely basis that 
the German Public Auditor has an appropriate lead time.
(3) Except as agreed otherwise in writing (Textform), ongoing tax advice
encompasses the following work during the contract period:
a) preparation and electronic transmission of annual tax returns, including

tax, corporate tax and business tax, namely on the basis of the annual

required for the taxation, to be provided by the engaging party
b) examination of tax assessments in relation to the taxes referred to in (a)
c) negotiations with tax authorities in connection with the returns and

assessments mentioned in (a) and (b)
d) support in tax audits and evaluation of the results of tax audits with

respect to the taxes referred to in (a)
e) participation in petition or protest and appeal procedures with respect to 

the taxes mentioned in (a).
In the aforementioned tasks the German Public Auditor takes into account 
material published legal decisions and administrative interpretations.

the work mentioned under paragraph 3 (d) and (e) is to be remunerated
separately, except as agreed otherwise in writing (Textform).
(5) Insofar the German Public Auditor is also a German Tax Advis- 
or and the German Tax Advice Remuneration Regulation (Steuer- 
beratungsvergütungsverordnung) is to be applied to calculate the remunera- 
tion, a greater or lesser remuneration than the legal default remuneration
can be agreed in writing (Textform).
(6) Work relating to special individual issues for income tax, corporate tax,
business tax and valuation assessments for property units as well as all
issues in relation to sales tax, payroll tax, other taxes and dues requires a
separate engagement. This also applies to:

estate sales tax;
b) support and representation in proceedings before tax and administrative 

courts and in criminal tax matters;
c) advisory work and work related to expert opinions in connection with

changes in legal form and other re-organizations, capital increases and
reductions, insolvency related business reorganizations, admission and 
retirement of owners, sale of a business, liquidations and the like, and

d) support in complying with disclosure and documentation obligations.
(7) To the extent that the preparation of the annual sales tax return is under- 
taken as additional work, this includes neither the review of any special ac-
counting prerequisites nor the issue as to whether all potential sales tax

compilation of documents to claim the input tax credit.

12. Electronic communication
Communication between the German Public Auditor and the engaging par-
ty may be via e-mail. In the event that the engaging party does not wish
to communicate via e-mail or sets special security requirements, such as
the encryption of e-mails, the engaging party will inform the German Public
Auditor in writing (Textform) accordingly.

13. Remuneration
(1) In addition to his claims for fees, the German Public Auditor is entitled
to claim reimbursement of his expenses; sales tax will be billed additionally.
He may claim appropriate advances on remuneration and reimbursement of 
expenses and may make the delivery of his services dependent upon the
complete satisfaction of his claims. Multiple engaging parties are jointly and
severally liable.

German Public Auditor’s claims for remuneration and reimbursement of
expenses is admissible only for undisputed claims or claims determined to
be legally binding.

14. Dispute Settlement
The German Public Auditor is not prepared to participate in dispute
settlement procedures before a consumer arbitration board (Verbraucher- 
schlichtungsstelle) within the meaning of § 2 of the German Act on Consum-
er Dispute Settlements (Verbraucherstreitbeilegungsgesetz).

The contract, the performance of the services and all claims resulting there-
from are exclusively governed by German law.
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