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The German Bar Association (Deutscher Anwaltverein — DAV) is the professional body
comprising about 60.000 German lawyers and lawyer-notaries in 253 local bar
associations in Germany and abroad. Being politically independent the DAV represents
and promotes the professional and economic interests of the German legal profession
on German, European and international level. The DAV is registered in the Lobby
Registry for the representation of special interests vis-a-vis the German Bundestag and

the Federal Government under register number R000952.

Stakeholder consultation on transparency requirements for certain Al systems
under Article 50 Al Act

Initial remark: The DAV responds below to the questionnaire provided by the EU

Commission. However, only those questions to which the DAV has provided feedback

on the EU Commission's online portal are shown.

Section 1. Questions in relation to Article 50(1) Al Act

Article 50(1) Al Act targets providers of interactive Al systems, notably systems that are
intended to interact directly with natural persons. Providers should ensure that such
systems are designed and developed in such a way that the natural persons concerned

are informed that they are interacting with an Al system.

Recital 132 Al Act clarifies that when implementing the transparency obligation for
interactive Al systems, the characteristics of natural persons belonging to vulnerable
groups due to their age or disability should be taken into account to the extent the Al
system is intended to interact with those groups. Article 50(5) Al Act furthermore
requires that the information shall be provided to the natural persons concerned in a
clear and distinguishable manner at the latest at the time of the first interaction or
exposure. In addition, such information shall conform to the applicable accessibility
requirements. Regarding the latter, recital 132 confirms that such information and

notifications should be provided in accessible formats for persons with disabilities.
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Article 50(1) Al Act exempts providers from this obligation if the interaction with the Al
system can be considered obvious from the point of view of a natural person who is
reasonably well-informed, observant and circumspect, taking into account the

circumstances and the context of use.

Question 3. If you are aware of any examples of notification techniques that can be
employed with interactive Al systems, including embedded in their design, to duly
inform natural persons that they are interacting with an Al system, please provide them

in your response.

For each notification technique, determine whether the type and the content of the
technique used for notifying a natural person is appropriate, including considering the
characteristics of natural persons belonging to vulnerable groups due to their age or
disability, the need for a clearly distinguishable and accessible manner and the timing of

the notification.

Description of the Determine Motivate your answer and, where available,
notification technique whether the provide practical examples with links and
type and the further information

content of the )
technique used | EXplain
for notifying a
natural person
is appropriate

Select
Appropriate
Not appropriate
Not sure

Depends on the
circumstances
and context

An explicit pre-interaction text must be clear and
accessible, including for vulnerable groups in order
to align with Art. 50(1) Al Act; should use plain
language for maximum inclusivity; the text should
be clearly visible for the user.

Explicit pre-interaction notice In many cases (e.g. websites), chatbots are labelled
(text) displayed: “You are as “[company name] bot” by design. In such
interacting with an Al instances, it is often obvious that one is interacting
system” at the start of the with an Al system. This changes if, for example, a
interaction Appropriate minor is part of the target audience of the chatbots.

Page 4 of 36



Persistent icon/badge
indicating Al (e.g., robot
symbol with label “Al”) during
interaction

Depends on the
circumstances
and context

Useful for continuous awareness but must be
combined with text for clarity; icons alone may be
ambiguous for some users.

System-generated audio
cue: “This response is
provided by an Al system”

Appropriate

Accessible for visually impaired and inclusive if
paired with text; meets varying user needs if volume
and repeat options are offered.

Explicit pre-interaction notice
(text or audio): “Hello, I am
Siri. How can | help you”

Not appropriate

Although many users know that Alexa (Amazon)
and Siri (Apple) are Al chatbots, the notice is not
clear.

Automatic watermarking/
metadata identification for
Al-generated content

Depends on the
circumstances
and content

Effective for content marking, especially for
deepfakes and generative media under Art. 50(2)-
(4); machine-readable for accessibility.

Output of Al generated
translations: at the end of
the translated text and in the
file name (of translated files)
an automatic text is
integrated “translated by Al”

Depends on the
circumstances
and content

This notification is useful under Art. 50 (2) Al Act;
but it is provided after prompting; a notification
before and/or during the prompting is required
under Art. 50 (1), (5) Al Act, if Al interaction is not
obvious for the user.

In-app push notification:
“This part of your chat is
powered by Al”

Depends on the
circumstances
and context

Non-intrusive and timely if user-controlled; may
distract or overwhelm if misused; effectiveness
depends on respectful implementation.

Question 4. Are there aspects related to the scope or practical implementation of the

transparency obligation for interactive Al systems under Article 50(1) for which you

would seek further clarification?

X Yes
No

1. Article 50(1) of the Al Act does not define the term “interaction”. In certain

ambiguous situations - such as the functional integration of an Al system into

human communication — It may be unclear whether an interaction with an Al

system has occurred. For instance, consider a scenario in which an Al system

processes customer service inquiries and pre-generates parts of a response that

are automatically incorporated into a message sent by a human employee.

Would this constitute partial interaction with an Al system? A further point of

uncertainty arises for example where an Al system merely forwards a customer’s

request to a human agent but also provides feedback, such as an estimated

response time. Does this qualify as interaction with an Al system?
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2. The practical assessment of the standard of a “reasonably well-informed,
observant and circumspect (...) natural person” remains unclear. It may be
helpful to develop indicative categories of use cases in which the transparency
obligation may generally be considered fulfilled due to obviousness, and others

in which it may not.

Section 2. Questions in relation to Article 50(2) Al Act

Article 50(2) Al Act targets providers of Al systems, including general-purpose Al
systems, capable of generating synthetic text, audio, image, and video content.
Providers of such systems are required to employ technical solutions to ensure that the
outputs of their systems are marked in a machine-readable format and enable detection
that the content has been generated or manipulated by an Al system and not a human

(see also recital 133).

Al systems that perform an assistive function for standard editing or that do not
substantially alter the input data provided by the deployer or the semantics thereof are
exempt from this obligation. Furthermore, Article 50(2) Al Act does not apply if the
generative Al system is authorised by law to detect, prevent, investigate, or prosecute

criminal offences.

Question 5. Please provide practical examples of Al systems that generate synthetic
text, audio, image, or video content as well as examples of systems for which there is
doubt and you would seek clarification or consider them out of scope. If you are aware
of any Al systems that may fall under one or more of the exceptions of Article 50(2),
such as Al systems that perform an assistive function for standard editing or that do not
substantially alter the input data or the semantics thereof, or systems that can be

authorised by law for law enforcement purposes, please include them in your response.

Name and Is the Al system | Motivate your Does the Al Motivate your answer
description generating or answer, system fall and provide practical
of the manipulating including within one or examples(s). For the
system synthetic audio, | whether and more of the law enforcement
image, video or | why the content | exceptions of exemption provide the
text content? should be Article 50(2)? law that can authorise
the use and describe if
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Select considered Select it includes any
synthetic appropriate safeguards
Yes Yes — the system
Explain performs primarily
No an assistive Explain
function for
Not sure standard editing
Yes — the system
does not
substantially alter
the input data
provided by the
deployer or the
semantics thereof
Yes — the system
is authorised by
law to detect,
prevent,
investigate, or
prosecute
criminal offences
No
Not sure
Depends on the
circumstances
and context
ChatGPT Content is
(OpenAl): generated by the
produces model, not
human-like human-authored; Not an assistive editor;
text from text is clearly alters input and
prompts Yes synthetic. No semantics.
DALL-E
(OpenAl): Creates entirely
generates new, synthetic Generates new images;
images from images not found not limited to
captions Yes in source data. No editing/assisting.
Google
Gemini: Synthetically
generates produces
video audio/video;
summaries or content is Al-
Al audio for generated, not Produces new content,
web Yes just edited. No not mere edit.
Grammarly
or Al
assistant on
duden.de or ) )
DeepL Write: Primarily o
corrects/edits Yes — assistive
grammar and existing text editing and not Edits preserve original
spelling without changing | substantially meaning; Art. 50(2)
corrections No semantics. altering input exemption applies.
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Some actions

Microsoft (rewriting,

Copilot: summarising) Depends on the Simple corrections:
rewrites text, generate nature of the exempt; substantial
suggests Depends on synthetic content; | function and rewriting: likely not
completions | context basic spelling degree of change | exempt.

Deepfake Produces

creation tools synthetic

(e.g. visuals/voices not

deepfacelab): in original data; Alters semantics,
swap faces in clear generates fake data;
videos Yes manipulation. No transparency required.
Photoshop Al Generates new

generative visual content

fill: expands beyond the user's Content creation goes
photos with original input; beyond standard

new content | Yes output synthetic. No assistive editing.
Video Only alters

conferencing visuals slightly;

background does not change | Yes — does not Merely filters/edits
blur (Al- semantics or substantially alter | image, does not
based) No generate content. | input generate new content.

Article 50(2) Al Act specifies that the technical marking and detection solutions implemented by the

provider should be effective, interoperable, robust and reliable as far as this is technically feasible taking

into account the specificities and limitations of various types of content, the costs of implementation and

the generally acknowledged state of the art, as may be reflected in relevant technical standards.

Recital 133 Al Act gives examples of such marking techniques based on watermarks, metadata

identifications, cryptographic methods for proving provenance and authenticity of content, logging

methods, fingerprints, or a combination of such techniques. Furthermore, Recital 133 also clarifies that

such techniques and methods can be implemented at the level of the Al system or at the level of the Al

model, including general-purpose Al models generating content, thereby facilitating fulfiiment of this

obligation by the downstream provider of the Al system. Recital 133 also clarifies that the detection

methods can be made accessible, as appropriate, to enable the public to effectively distinguish Al-

generated content.

Question 6. Please provide examples of marking and detection solutions, including

combinations of techniques, that can be employed to mark in a machine-readable

format Al-generated or manipulated content and enable detection whether the content

has been generated or manipulated by Al.

A solution for implementing (invisible) watermarking in image, video, or audio files is

Google SynthID. These watermarks can be detected and read using a dedicated

detector. An example of a digital fingerprinting mechanism is YouTube’s Content ID
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system. In addition, various online platforms use labelling methods to mark content as

“synthetic” or “Made with Al.” These technologies vary in cost and effectiveness per

modality; cryptographic and metadata-based approaches are reliable if ecosystem-wide

adoption, but watermarking can be fragile. Fingerprinting is established for static

content but less suitable for synthetic creative Al. Combinations (e.g., watermark +

metadata) offer more robust detection, but require cooperation and standardisation in

the content pipeline.

Technol | Type of Applica | Technol | Link to the source (e.g. paper, journal) | Concise
ogy’s solution, | tion ogy . descriptio
name one or field maturity | /nsert link n of the
combina | per technique
tion of modalit and how it
multiple |y Select works,
techniqu along with
es Select Early its
Text research specificitie
Select e s and
Watermar | Image Advance potential
ks d limitations
Audio research for
Metadata ; 3 modalities
Video Testin
identificat ! h g and costs
. . phase
ions Multi- of
modal Beta implement
Cryptogr version ation if
aphic known
methods Recently
. released Description
Logging on the
methods e
Fingerpri Limited
nt market
Other adoption
Wide
market
adoption
Standardis
ed
cryptograp
hically
secured
C2PA https://www.bundesdruckerei.de/de/innov | metadata
(Content |Metadata ation-hub/content-credentials on f?|e/h. t
Provenan !dentmcat https://www.brookings.edu/articles/detecti ;);Igln IS0
ce& | ions, o ng-ai-fingerprints-a-quide-to- Resistant
Authentic | cryptogra | Image, | Limited | \yatermarking-and-beyond/ esistan
ity phic Video, market to some '
Coalition) | methods | Audio adoption tampering;
needs
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ecosystem

buy-in.
Invisible or
visible
marks;
may affect
quality or
be
removed
Al by
Waterma adversarie
rking S;
(model- interoperab
embedde Text, | Advance | hitps://www.nature.com/articles/d41586- | ility and
d and Image, d 024-03418-x robustness
post- Waterma | Audio, research | — can be
process) | rks Video test issues.
Combines
robust
perceptual
hashing,
encryption,
and
DinoHas detection
h + Fingerpri models.
Homomo | nt, Accurate
rphic cryptogra and
Encryptio | phic resilient but
n (Singhi | methods, Advance early-stage
et al., Al d and
2025) models Image research | https://arxiv.org/abs/2503.11195 expensive.
Uses
cryptograp
hic hashes
for asset
verification.
Low-cost
for basic
content,
Digital Fingerpri but not
Fingerpri | nt, inherently
nting cryptogra Wide https://www.scoredetect.com/blog/posts/d | resistant to
(SHA- phic Multi- market igital-fingerprint-for-content-verification- modificatio
256, etc.) | methods | modal adoption | explained ns.
Content
logged in
registries
for after-
the-fact
Logging detection,
methods, https://www.ey.com/content/dam/ey- needs
Retrieval- | Other (Al unified-site/ey-com/en- maintained
based & | content Text, in/insights/ai/documents/ey-identifying-ai- | database
post-hoc | detection | Image, | Testing | generated-content-in-the-digital-age-the- | @nd may
detection | models) | Video phase role-of-watermarking.pdf P;\Ijrsnanise
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d” Al
content.

Embeds
cryptograp
hic signals
in text,
aiming for
undetectab
ility and
soundness;
Cryptogr | Waterma robust but
aphic rks, tech is
Waterma | cryptogra early-stage
rks for phic Early https://www.iacr.org/cryptodb/data/paper. | and
LLMs methods | Text research | php?pubkey=35385 evolving.

Tracks
origin and
changes
via system
logs/monito
ring;
scalable,
but log
tampering
or loss is
still a risk;
does not
provide ex
post
detection
Al- of Al
Powered generated
Log content if
Analysis the
(ELK+ML Wide generation
, Splunk, | Logging Multi- market https://signoz.io/quides/ai-log-analysis/ process is
Datadog) | methods | modal adoption not logged

Question 7. For each of the solutions included in the previous question, please clarify
whether there is relevant information that can help you competently assess their
effectiveness, interoperability, robustness and reliability as far as this is technically
feasible, taking into account the specificities and limitations of various types of content,
the costs of implementation and the generally acknowledged state of the art. Please
also assess to what extent the detection mechanisms are accessible and enable people
exposed to the Al generated or manipulated content to identify its origin.

Research conducted via news platforms may provide insights into whether technical
solutions have proven effective in practice. According to

www.zeit.de/digital/internet/2024-07/ki-generierte-inhalte-instaqgram-facebook-social-
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media, Meta discontinued the use of the automatic label “Made with Al” after a period of
deployment, as the automated labelling reportedly also classified genuine content as Al-
generated. With respect to invisible watermarks or metadata, it is possible to test
whether such markers can be removed — for instance, by taking a screenshot of an
image and instead using the screenshot of the original image or by deleting metadata

via the Windows File Explorer.

Technology’s | Assessmen | Assessment | Assessm | Assessm | Assessmen | Motivate your
name t of of ent of ent of t of answer,
effectivene | interoperabi | robustne | reliability | transparen | including by
ss based lity based on | ss based | basedon | cy and providing
on the the grade on the the grade | accessibili | sources, further
grade below: grade below: ty to information and
below: below: people evidence that
- N/A (Not - N/A (Not
based on supports the
- N/A (Not known/not - N/A (Not | known/no
the grade assessment
known/not | sure) known/no | t sure)
below:
sure) t sure)
1. Very low 1. Very
- N/A (Not
1. Very low 1. Very low
2. Low known/not
2. Low low 2. Low Explain
; 3. Moderate ' sure) P
3 2 Low 3 1. Very |
! 4. High ' - verylow
Moderate 3. Moderate -
. . Low
_ 5. Very high | Moderate )
4. High 4. High 3
4. High '
5. Very 5. Very Moderate
high Select 5. Very high
- 4. High
Interoperable '9
1 5. Very
high
Interoperable
Select 5 Select
. Select )
Effective - Reliable - | Select
Interoperable
1 Robust - 1
-3 1 Transparen
Effective - Reliable - | tand
Interoperable
2 ; Robust - 2 accessible
2 -1
Effective - Reliable -
3 3

Page 12 of 36


http://www.zeit.de/digital/internet/2024-07/ki-generierte-inhalte-instagram-facebook-social-media

Effective- 4 | Interoperable | Robust - Reliable - | Transparen
. -5 3 4 tand
Effective -
: accessible
5 Interoperable | Robust - Reliable - >
_ -N/A 4 5 '
Effective -
: Transparen
N/A Robust - Reliable -
tand
5 N/A
accessible
Robust - -3
N/A
Transparen
t and
accessible
-4
Transparen
t and
accessible
-5
Transparen
tand
accessible
- N/A
Watermarking
in general (not
necessary for Al
transparency) is
widely used in
particular for
image and
video; marks
can persist
through simple
transformations,
but can
sometimes be
removed by
Transparen ]
adversaries or
Watermarking tand
overlooked by
(Invisible/Visi | Effective - Interoperable | Robust - Reliable - | accessible
users.
ble) 4 -3 4 4 -3

Accessibility to
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the public
depends on the
tool's user
interface and
the level of
public
awareness.
Implementation
is feasible for
images, audio,
video; text
remains
challenging.
Costs
moderate, with
strong industry
support;
transparency
depends on
detection tool

availability.

Metadata
tagging
(machine-
readable

labelling)

Effective -
4

Interoperable
-4

Robust -

Reliable -
4

Transparen
tand
accessible
-4

Effective when
not removed by
post-processing
or malicious
editing.
Interoperable
with
standardised
metadata
schemes,
robust to
standard
content
handling but
can be stripped.
Accessible if
tools are

provided for
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consumers.
State of the art
in many

platforms.

Content
fingerprinting
(digital hash)

Effective -
4

Interoperable
-3

Robust -

Reliable -
4

Transparen
tand
accessible
-2

Accurate for
exact matches
but can fail if
content is
modified
(cropped,
compressed).
Cross-
ecosystem
sharing needs
alignment on
fingerprints. Not
easily
accessible to
typical users;
used more in
backend
tracking.
Effective for
certain

platforms.

Synthetic
content
detectors
(ML-based)

Effective -
3

Interoperable
-3

Robust -

Reliable -
2

Transparen
tand
accessible
-2

ML-based
detectors for
deepfakes are
improving but
have moderate
accuracy,
sensitivity to
adversarial
attacks, and
frequent false
positives/negati
ves.
Interoperability

varies by
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vendor, often
not open-
source. Public
access is
limited outside
of specialist
platforms.
Schools and
universities are
interested in
using such
technologies to
prevent
cheating on
exams and

theses.

Standardised Ul
prompts
informing users
that they are
interacting with
an Al system
are transparent
and accessible
but rely on
honest

implementation

and user
User-facing Transparen | attention. Easily
Al origin tand integrated into
disclosure Effective - Interoperable | Robust - Reliable - | accessible | various
prompts 4 -4 3 3 -4 platforms.

Question 8: Are you aware of technical standards or ongoing standardisation activities

relevant in the context of the obligation for generative Al systems in Article 50(2) Al Act?
No

X Yes
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C2PA is a standard for robust and interoperable machine-readable labelling of digital

content.

Question 9. Are there any other aspects related to the scope or the practical
implementation of the transparency obligation for generative Al systems under Article
50(2) for which you would seek clarification?

No
X Yes

1. Article 50 (2) of the Al Act requires that outputs of Al systems be marked in a machine-
readable format and be detectable as artificially generated or manipulated. It remains
unclear whether machine-readable marking alone is sufficient, or whether the recipient
of the Al system’s output must also be able to directly recognize the artificial generation
or manipulation. For example, would an invisible watermark embedded in an Al-
generated image - detectable only via a dedicated tool - be sufficient, or must the
recipient be able to recognize the nature of the content directly, such as through a

“Made with Al” label? This point requires clarification.

2. Exemplary technical solutions should be presented that meet the criteria of
effectiveness, interoperability, robustness, and reliability as set out in Article 50(2),

sentence 2 of the Al Act.

3. It remains unclear when Al systems perform a supporting function for standard editing or
when the input data provided or its semantics are not substantially altered within the
meaning of Article 50(2), sentence 3 of the Al Act. Clarification is needed here. For
instance, is an Al system permitted to suggest alternative phrasings, or would such
modifications already constitute a substantial alteration within the meaning of the

provision?

Section 3. Questions in relation to Article 50(3) Al Act

Question 10. Please provide practical examples of Al systems that may be considered
emotion recognition and biometric categorisation systems. If you are aware of any such

systems that can be authorised by law to detect, prevent or investigate criminal
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offences, please include them in your response. For each of these systems, provide the

law that can authorise their use and describe the appropriate safequards for the rights

and freedoms of third parties.

An example of emotion recognition is “Beyond Emotion”, which is capable of analysing

17 distinct emotions and facial expressions in real-time.

borders or in

Name and Is the Al Motivate your Is the Al If yes, provide the law that
description system an answer system can authorise the use to
of the system | emotion authorised detect, prevent, or
recognition by law to investigate criminal
system or a Sialial detect, offences and describe the
, . plain :
biometric prevent or appropriate safeguards
categorisation investigate
system to criminal
which natural offences? Frecaiis
persons are
exposed?
Select Select
Yes, the Yes
system is No
emotion
recognition Not sure
system
Yes, the
system is
biometric
categorisation
system
Not sure
No
Real-time
facial emotion
analysis in Uses biometric
public data (facial
surveillance Yes, the images) to infer
(detects signs | system is emotions in real
of stress, emotion time as per
anger, etc. in | recognition Article 3 (39) Al
crowds) system Act definition No
Remote |dentifies natural
biometric Yes, the persons via
identification system is biometric data, Not sure
(face biometric falls within the EU | (border)/ No | Draft bill on authorisation for
recognition categorisation | Al Act's high-risk | (criminal seizure of suspects is in
systems at system category. investigations) | progress
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criminal
investigations)
Uses
Biometric physiological or
categorisation behavioural
for access Yes, the biometrics to
control (e.g., system is categorise for
workplace biometric access (not
faceliris categorisation | crime-related
scanners) system use). No
Retail
emotion- Processes
detection Al Yes, the video/biometrics
(detects system is to infer emotional
shopper mood | emotion states for
via video for recognition commercial
marketing) system insights No
Emotion
detection Al in
e-recruiting
(analyses the
applicant's Yes, the Processes
mood during system is video/biometrics
the job emotion to infer emotional
interview with | recognition states for hiring
an Al chatbot) | system decision No
Police post-
event forensic Uses biometric
face analysis | Yes, the templates to Perhaps general
(biometric system is identify suspects authorisation, but not
categorisation | biometric post-incident; fits safeguards (i.e. judicial
on recorded categorisation | high-risk review, catalogue of offences,
footage) system definition Unsure minimum degree of suspicion)

Question 11. If you are aware of any examples of transparency measures that can be

employed with emotion recognition or biometric categorisation systems to duly inform

natural persons exposed thereto of the operation of the system, please provide them in

your response.

For each transparency measure, determine whether the type and the content of the

measure used for informing the natural person of the operation of the system is

appropriate, including as regards the need for a clearly distinguishable and accessible

manner and the timing of the notification.
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Description of the

transparency measure

Describe

Determine whether the
type and the content of
the measure used for
informing the natural
person of the operation of

the system is appropriate

Motivate your answer and, where
available, provide practical examples

with links and further information

Explain

Select
Appropriate
Not appropriate
Not sure
. ) . Example: signage near access points
Clear visible notices/signage
. or cameras.
at points of deployment (e.g.,
cameras or scanners) Visible notices inform before exposure.
informing individuals that Effectiveness depends on whether
emotion recognition or notice/signage is placed clearly visible
biometric categorisation is in and transparent for every individual
operation Not sure (e.g. local language + English ...).
Ensures informed consent, meeting
GDPR and Al Act transparency
requirements. Consent mechanisms
appropriate especially for interactive
systems such as apps.
o ) Depending on the specific use case the
Digital consent requests via
) ) voluntary nature of the consent is
user interfaces on devices
oL questionable.
before system activation,
requiring explicit agreement High requirements on the transparency
to processing biometric or of the consent text in particular if
emotional data Appropriate profiling is involved.
Audio announcements or Likely to be overlooked, intrusive, or
verbal alerts in public spaces insufficiently clear. Does not easily
where such systems are in accommodate ongoing or passive
use Not appropriate exposure.
Accessible information Enables in-depth information access at
portals or QR codes linking to the user’s discretion. Non-intrusive
Not sure

detailed explanations about

manner. But layered approach / media
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the Al system, its purpose, discontinuity might bear the risk that
and data protection rights the individual is not sufficiently
informed before the of the processing

of sensitive data.

Enables users interacting digitally with
the Al system are informed in a
contextually relevant manner. However,
in practice such information is often too
long and too vague (information
fatigue). The user receives little
relevant information or warnings. The
user has no reason to search through

such statements on their own

Inclusion of transparency initiative. As far as the procession
statement within relevant requires explicit consent under the
apps or websites where GDPR an information / integration e.g.
biometric/emotion Al is in privacy policies or other legal notice
embedded, clearly stating the is not sufficient but a confirmative

Al nature and purpose Not sure action of the individual is required.

Question 12. Are there any other aspects related to the scope or the practical
implementation of the transparency requirement for emotion recognition and biometric
categorisation systems for which you would seek clarification?

No
X Yes

It remains unclear what type of information is required about “the operation of the
system” within the meaning of Article 50(3) of the Al Act. Article 50(1), sentence 1 of the
Al Act requires only that individuals be informed about their interaction with an Al
system. The question arises whether “inform (...) of the operation of the system” merely
refers to disclosing the fact that an Al system is being used, or whether it entails a
broader transparency obligation - for example, about the fact of emotion recognition
capabilities or even the specific operational mechanisms of the system. The scope of

the transparency obligation should be clarified.
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Section 4 — Questions in relation to Article 50(4) Al Act

Article 50(4), subparagraph 1, Al Act requires deployers of Al systems generating or manipulating image,
audio or video content constituting a deep fake to disclose that the content has been artificially generated
or manipulated. The definition of a deep fake is provided in Article 3(60) Al Act, which defines ‘deep
fakes’ as Al-generated or manipulated image, audio, or video content that resembles existing persons,

objects, places, entities, or events and would falsely appear to a person as authentic or truthful.

If the deep fake content forms part of an evidently artistic, creative, satirical, fictional or analogous work or
programme, the transparency requirement is limited to the disclosure of the existence of such generated

or manipulated content in an appropriate manner that does not hamper the display or enjoyment of the

work.

The transparency obligation in Article 50(4), subparagraph 1, does not apply if the Al system is

authorised by law to detect, prevent, investigate, or prosecute criminal offences.

Question 13. Please provide practical examples of generative Al systems that produce

‘deep fake’ Al-generated or manipulated image, audio, or video content that resembles

existing persons, objects, places, entities, or events and would falsely appear to a

person as authentic or truthful. If you are aware of any Al systems for which the deep

fake content may be considered to form part of an evidently artistic, creative, satirical,

fictional or analogous work or programme, please include them in your response.

Name and Is the Al Motivate your Can the deep | Motivate your answer and
description system answer fake content | provide practical example(s)
of the generating . form part of )
system or Explain an evidently | Explain
manipulating artistic,
image, audio creative,
or video satirical,
content fictional or
constituting analogous
a deep fake? work or
programme?
Select
Select
Yes
Yes
No
No
Not sure
Not sure
Depends on
the
circumstances
and context
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DeepFacelLab Generates
- Al tool for manipulated video Used in satirical and parody
creating content videos, where the altered faces
highly resembling Depends on serve artistic or comedic
realistic face specific persons, the purposes. Labelling is required
swaps in likely to mislead circumstances | but continuous marking may
video Yes as real. and context be relaxed.

Generates Al-

created images

that may

resemble real
DALL-E or objects or people When used to create fictional
Stable but often create or artistic digital artwork, the
Diffusion with novel, synthetic Depends on outputs are within the Al Act’s
face or object faces/objects not | the artistic work exception; in
generation tied to real circumstances | advertising or news contexts,
prompts Not sure entities. and context labelling is required.
Synthesia - Al
video Creates synthetic
generation video avatars that Depends on
platform can resemble real | e Often employed for storytelling,
creating people, proxies circumstances | creative content, or
human avatar for real persons, and context educational videos; subject to
videos from potentially transparency but can be part of
text Yes misleading. artistic or fictional work.
Voice cloning
tools (e.g., Produces audio Depends on
Respeecher) deepfakes that the Used in audio dramas, satire,
generating mimic existing circumstances | OF parodies with required
synthetic voices, which and context disclosure, falling within
speech in a could mislead as exemptions for artistic
known voice Yes genuine speech. expression.

Generates novel

faces not

resembling

specific existing
"This Person individuals; Depends on
Does Not therefore, less the
Exist" (GAN- likely to qualify as | sircumstances | ©Often used as artistic or design
generated deepfake under and context material with no intent to
synthetic strict "resemble deceive. Used for Al training
faces) Not sure existing" criteria. purposes, too.

Reface is an

application that

uses an Al Depends on

system to swap the

faces in videos or | circumstances
Reface Yes images. and context Often used in satirical material.

“MyHeritage Deep

Nostalgia” Depends on

animates old the
MyHeritage photographs using | ircumstances
Deep deepfake and context It is most commonly used to
Nostalgia Yes technology. animate old photographs.
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Question 14. Please provide practical examples of Al-generated or manipulated
content for which you would seek clarification regarding its classification as a ‘deep
fake’

Examples of Al-generated content where clarification regarding its classification as
“deep fake” would be desirable include, in particular, images and video material that
serve as a basis for the dissemination of fake news. This includes, for example,
realistic-looking but synthetically generated images of political events, manipulated
videos of public figures, or visual content that is deliberately taken out of context and

combined with false statements.

Question 15. If you are aware of any generative Al systems producing deep fakes that
can be authorised by law to detect, prevent, investigate or prosecute criminal offences,

please provide practical examples thereof in your response. For each of these systems,
provide the law that can authorise the use and if it includes any appropriate safeguards

for the rights and freedoms of third parties.

Name and Is the Al system If yes, describe the law that can authorise the use of
description of the | generating or the Al system for law enforcement purposes and if it
system manipulating includes any appropriate safeguards

image, audio or )

video content Describe

constituting a
deep fake and can
the system be
authorised by law
to detect, prevent,
investigate, or
prosecute
criminal
offences?

Select
Yes
No

Not sure

Yes (for detection) ) o )
Possibly general authorisation, but no safeguards (i.e.

NEC NeoFace Unsure (for judicial review, catalogue of offences, minimum degree of
Surveillance generation) suspicion).

Deeptrace Possibly general authorisation, but no safeguards (i.e.
Deepfake judicial review, catalogue of offences, minimum degree of
Detection Tool Yes (for detection) | suspicion).
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Amber Video

(Deepfake video

generator used for | yes (for detection) _ o _
testing law Possibly general authorisation, but no safeguards (i.e.
enforcement Unsure (for judicial review, catalogue of offences, minimum degree of
detection) generation) suspicion).

Al systems that
generate synthetic
content for
undercover
investigations

Possibly general authorisation, but no safeguards (i.e.
judicial review, catalogue of offences, minimum degree of
suspicion).

Unsure (for
generation)

Recital 134 clarifies that deployers of Al systems generating deep fake content should clearly and
distinguishably disclose that it has been atrtificially created or manipulated by labelling the output
accordingly and disclosing its artificial origin. Regarding deep fake content that is part of evidently
creative, satirical, artistic, fictional or analogous works or programmes, that recital clarifies that disclosure
of the existence of such generated or manipulated deep fake content should occur in an appropriate
manner that does not hamper the display or enjoyment of the work, including its normal exploitation and
use, while maintaining the utility and quality of the work.

Article 50(5) Al Act furthermore requires that the information shall be provided to the natural persons
concerned in a clear and distinguishable manner at the latest at the time of the first interaction or
exposure. In addition, such information shall conform to the applicable accessibility requirements.
Regarding the latter, recital 132 confirms that such information and notifications should be provided in

accessible formats for persons with disabilities.

Question 16. If you are aware of any examples of disclosure practices that can be
employed with deep fake content to duly disclose the artificially generated or
manipulated origin of such content to natural persons exposed thereto, please provide
them in your response. For each disclosure practice, determine whether the type and
the content of the disclosure practice is appropriate for clearly, distinguishably and
accessibly informing natural persons about the artificially generated or manipulated
origin of the content and the timing of the notification. In cases where the disclosure
practice is used on deep fake content that forms part of an evidently creative, satirical,
artistic, fictional or analogous work or programme, determine whether the disclosure is
done in an appropriate manner that does not hamper the display or enjoyment of the

work.
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Description Specify | Determine Motivate your | For deep Motivate your answer
of the to whether the answer and, fake and provide practical
disclosure which type and the where content example(s)
practice type of | content of the available, part of
deep disclosure provide evidently
fake it practice is practical creative
applies | appropriate for | examples satirical,
clearly, with links and | artistic,
distinguishably | further fictional
Select and accessibly | information or
informing ) analogous
Audio natural Explain works,
persons determine
Image whether
Video the
Sl isclosure
does not
Appropriate hamper
the
Not appropriate display or
enjoyment
of the
work
Select
Hampers
the display
or
enjoyment
Does not
hamper
the display
or
enjoyment
Not sure
The label is placed at
the top right corner of
the deep fake image or
placed at start and end
of the video (similar to
“product placement”
notice in films),
preserving artistic
experience without
Visible label constant on-screen text.
unambiguously Howev_er, this approach
Clear, visible informs may still break the
watermark or viewers at first illusion. Satire, for
label on glance; simple example, often depends
video or wording on the viewer briefly
image stating ensures suspending disbelief -
"Artificially accessibility and a visible label or
Generated for general watermark can
Content" or Image, and vulnerable immediately signal
"Deepfake" Video Appropriate audiences. Not sure artificiality, reducing the

impact and
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communicative power of
the satire.

Audio cue
directly
informs
listeners Notification at start
before content avoids intrusion during
plays, artistic or fictional audio
Audio pre-roll inclusive for works. However,
or caption visually formats such as satire
stating "This impaired or parody often rely on
content users; the viewer’s or listener’s
contains Al- repetition temporary suspension
generated or recommended of disbelief, which can
manipulated for long be disrupted by early
audio” Audio Appropriate content. Not sure disclosure.
Text notice
adjacent to Text adjacent
publication of to content is
manipulated clear and Positioned near content,
images or accessible; it informs without
videos readable by interrupting the flow of
online, e.g., screen artistic or fictional
"This video readers; works. However, this
has been Al- | Image, visible at point depends on the nature
manipulated." | Video Appropriate of exposure. Not sure of the work (see above).
Though highly
visible,
Continuous persistent
on-screen overlays can
banners or distract
persistent viewers and
overlays reduce Hampers
labelling enjoyment, the display
deepfake especially for or
content artistic or enjoyment Maximum awareness for
throughout satirical the individual but very
video Video Not appropriate | content. intrusive.
Brief initial
on-screen Provides
note information Single, short disclosure
displayed early without balances transparency
only once at ongoing and viewer experience
start like distraction; in creative works.
"This is a accessible to However, this depends
deepfake most also on the nature of the
video" Video Appropriate audiences. Not sure work (see above).

Article 50(4), subparagraph 2, Al Act requires deployers of Al systems generating or manipulating text

published with the purpose of informing the public on matters of public interest to disclose that the content

has been artificially generated or manipulated.

This obligation does not apply if the Al system is authorised by law to detect, prevent, investigate, or

prosecute criminal offences or where the Al-generated content has undergone a process of human

Page 27 of 36




review or editorial control and a natural or legal person holds editorial responsibility for the publication of

the content.

Question 17. Please provide practical examples of Al systems generating or
manipulating text published with the purpose of informing the public on matters of public

interest, including by providing examples of such publications.

If you are aware of any Al systems that may fall under one or more of the exceptions,
such as Al systems for which the Al-generated or -manipulated text has undergone
human review or editorial control and where a natural or legal person holds editorial
responsibility for the publication of the content, or the use can be authorised by law to
detect, prevent, investigate, or prosecute criminal offences, please include them in your
response. If applicable, provide the law that can authorise the use for law enforcement

purposes.

Article 50 (4) subpar. 2 Al Act is particularly concerning in the scope of automated
journalism, where Al systems generate news articles or reports, where the scope is
broad and unclear. The transparency obligation set out in Art. 50(4) subpara. 2 Al Act
pertains to deployers of Al systems generating or manipulating text content, provided
the text is published with the purpose of informing the public on matters of public
interest. The term “publish” seems to indicate that the Al generated / manipulated text
is made publicly accessible with the intention to inform the public. However, is the
criterion met if e.g. the Al generated text is presented to specific users in social media
or platforms with access restrictions or registration requirements? Are pay walls an

argument, meaning that the Al generated text is not publicly available?

Additionally, the text must address “matters of public interests”. Recitals 7 and 8 Al Act
give examples of “matters of public interest” as “health, safety and (the protection of)
fundamental rights”. “Matters of public interest” may also include political, social,
economic and cultural matters, with the key indicator being their relevance to public
discourse and their relevance for the public opinion formation. But this, again, is very
unclear. Is e.g. a home story about a politician a “matter of public interest”? What about
a story covering a sports event - such as a local amateur match, a regional league

game, a Bundesliga match, or an international tournament?
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If the “content has undergone a process of human review or editorial control and a

natural or legal person holds editorial responsibility for the publication of the content”

the provider must not disclose the artificial origin of the text. The extent to which human

review or editorial control must occur is not clear.

Name and Is the Al Motivate your answer, | Does the Al Motivate your
description of | system including as regards system fall answer and provide
the system generating the type of the within one or | practical example(s).
or publication more of the For the law
manipulating exceptions of | enforcement
text Article 50(4) exemptions, provide
published Explain subparagraph | the law that can
with the 2? authorise the use for
purpose of law enforcement
informing Select purposes and if it
the public on P — includes. any
matters of e appropriate
public safiarte] safeguards
interest? o] e
guaranteed,
and there isa | Explain
Select person holding
editorial
Yes responsibility
for the
No publication
Not sure Yes — the
system is
authorised by
law to detect,
prevent,
investigate, or
prosecute
criminal
offences
No
Not sure
Depends on
the
circumstances
and context
Chatbots on
websites of
public entities/
government
agency Depends on
generate Al- Not sure whether 1 to 1 the human Yes, if human review
based communication with a review or and editorial control
summaries for chatbot falls under editorial prevent publishing of
citizens about Not sure “published” control misinformation etc.
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their
entitlements or

funding
opportunities /
subsidies /
grants
Static website
content of Depends on
public body / the human Yes, if human review
government Not sure what content review or and editorial control
agency is Al- falls under “matter of editorial prevent publishing of
generated Not sure public interest” control misinformation etc.
Produces fast, data- Yes, if human review
Depends on driven news articles and and editorial control
which matters | reports covering prevent publishing of
Pressmaster.ai | constitute financial, sports, misinformation etc.
- Al-powered matters of breaking news topics for (requires in particular
news generator | public interest | digital media outlets Depends fact checking ...)
Associated Yes, in case of
Press (AP) Al Automatically generates effective editorial
automated structured sports responsibility with
sports, updates, earnings human oversight (i.e.
earnings Depends summaries published by prevention of
reports (see above) a major news agency Depends misinformation)
Supports journalists in
creating headlines and
NarrativeNudge drafts that inform the Yes, if human review
Al headline and public on political, and editorial control
article drafting Depends environmental, societal prevent publishing of
tool (see above) issues Depends misinformation etc.
Depends on
circumstances and
use context. The
human reviewer or
editorial controller
must ensure that no
misinformation is
ChatGPT or disseminated through
similar LLMs Can generate text on these Al-generated
used in media public interest topics, texts. A mere review
organizations but usage varies widely of spelling errors and
for drafting and depending on human grammar is insufficient
support Depends input and editing Depends in this regard.
These systems do not
generate or
manipulate text
published for public
information, only
moderate it. However,
Used for detecting that depends on the
Al moderation misinformation or hate specific functionality.
and content speech, not generating The interplay with the
vetting systems primary informative EU Digital Service Act
by news portals | Depends content Not sure is not clear.
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Law
enforcement Al
systems for
investigative
text generation

Not sure

May generate texts like
reports or summaries for
criminal investigations

Question 19. If you are aware of any examples of disclosure practices that can be

employed for Al-generated or manipulated text published with the purpose of informing

the public on matters of public interest to duly disclose the artificially generated or

manipulated origin of the publication to natural persons exposed thereto, please provide

them in your response.

Description of the
disclosure practice

Determine whether the
type and the content of
the disclosure practice
is appropriate for
clearly, distinguishably
and accessibly
informing natural

Motivate your answer and, where
available, provide practical examples with
links and further information

Explain

persons

Select

Appropriate

Not appropriate

Not sure

None
Clear, visible notice near Notices can provide awareness but cannot
or at the start of the prevent spread of misinformation. Unclear
publication stating “This whether an explicit notice is required that the
text has been Al- text might provide false information. This also
generated or manipulated” | Not sure applies for the other examples in this table.
Disclaimers in metadata Hidden disclosure is not clear or
or HTML tags indicating distinguishable to typical users; insufficient
Al involvement but not per Art. 50 (4) Al Act transparency standards
visible on page Not appropriate which require clear notice accessible to all.
Periodic reminder notes
within long texts or Helps maintain transparency over prolonged
lengthy online articles exposure, useful for long reports; accessible
about Al use Not sure placement prevents confusion or surprise.

Less effective if readers stop before reaching
footer; could be missed; better combined with

Brief footnote or footer at upfront disclosure for clarity. Not clear if Art.
end of article mentioning 50 (5) Al Act is met (“at the latest at the time
Al generation Not appropriate of the first interaction or exposure”)
Popup or modal dialog on Users are explicitly informed before reading;
first access informing very clear and distinguishable; may interrupt
users about Al generation | Not sure flow but effectively transparent.
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Use of watermark or Uncommon for text publications; risk of
embedded Al-usage confusion if unclear what the badge means;
badge within text layouts Not sure not widely adopted or standardised for text.

Question 20. Are there any other aspects related to the scope or the practical

implementation of the transparency requirement for deployers of Al systems that

generate deep fakes and text publications on matters of public interest under Article

50(4) for which you would seek clarification?

No
X Yes

Please, specify.

1.

Pursuant to Article 50(4) of the Al Act, providers of Al systems that generate
“deep fakes” are required to disclose that the content has been artificially
generated or manipulated. It remains unclear whether such disclosure must be
made in relation to each individual item of content, or whether it may, in specific
cases, be inferred from the context - for example, where the content is
accessible exclusively via a platform that explicitly promotes Al-generated

material.

Further uncertainty arises as to what conditions must be met for the disclosure
requirement to be considered fulfilled. Different user groups may require
different levels of transparency. For instance, disclosure to regular internet users
may require less transparency than disclosure to occasional users or individuals
with limited technical literacy. In such cases, labels such as “Made with Al” may
need to be accompanied by explanatory information. A clarification of the

applicable standard would be advisable.

It remains unclear and should be clarified whether the provider is required to
specify the exact nature of the artificial creation - i.e. whether the content has
been artificially generated or manipulated, or whether it is sufficient to disclose
that the content is either generated or manipulated by Al. If the disclosure

obligation requires an exact designation, this may cause problems in cases
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where the distinction is ambiguous. For example, when a real image is
transformed into a caricature using an Al system, it may be unclear whether this
constitutes manipulation or generation. Then, it would be necessary to establish
clear criteria for distinguishing between artificially generated and manipulated

content in order to ensure accurate and legally compliant disclosure.

4. The Al Act provides a legal definition of the term “deep fake” in Article 3(60).
According to this provision, a “deep fake” means Al-generated or manipulated
image, audio or video content that resembles existing persons, objects, places,
entities or events and would falsely appear to a person to be authentic or
truthful. This raises the question of which type of person is to be taken as the
reference point for assessing whether the content “would falsely appear [...] to
be authentic or truthful.” Could the standard of a “reasonably well-informed,

observant and circumspect natural person” be applied in this context?

Section 5. Horizontal questions in relation to the implementation of Article 50 Al
Act

Article 50(5) Al Act requires that the information to be provided under the various transparency
requirements from Article 50 shall be provided to the natural persons concerned in a clear and
distinguishable manner at the latest at the time of the first interaction or exposure. In addition, such
information shall conform to the applicable accessibility requirements. Regarding the latter, recital 132
confirms that such information and notifications should be provided in accessible formats for persons with
disabilities.

Question 21. Are there aspects related to the Al Act’s horizontal requirements in Article
50(5), including their interplay with the requirements in Article 50 (1)—(4), for which you
would seek clarification?

No
X Yes

According to Article 50(4), sentence 3 of the Al Act, the transparency obligation for Al-
generated artistic, creative, or similar works must be fulfilled in an appropriate manner,

that does not hamper the display or enjoyment of the work. However, under the general
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requirement of Article 50(5) of the Al Act, the information must be provided at the latest
at the time of the first interaction or exposure, in a clear and distinguishable manner.
This leaves little room for a design that does not interfere with the display or enjoyment
of the work. It therefore raises the question of whether the general requirements also

apply in the context of Article 50(4), sentence3 of the Al Act.

Question 22. Are there any further aspects related to the transparency obligations
under Article 50(1)-(5) for which you would seek clarification regarding their interplay
with other obligations in the Al Act?

No
X Yes

Interplay with other provisions of the Al Act seems clear. But interplay with obligations
under the Digital Services Act with regard to “illegal information” and content
moderation must be observed. The DSA introduces a notice-and-action mechanism for
service providers such as Facebook, Instagram or X. Generally, hosting service
providers are not liable for illegal content uploaded by their recipients, provided they
have no actual knowledge of such content. If service providers become aware of illegal
content, they are obligated to “expeditiously” remove it; otherwise, they might be liable

for the respective content.

The marking requirements under Article 50 Al Act do not directly conflict with the
obligations of the DSA. This ease of Al content detection might assist platform providers
for specific risk measures such as the labelling of deep fakes in accordance with Art.
35(1) sentence 2 (k) DSA. If a deep fake is not disclosed in accordance with Art. 50 (4)
Al Act and is simultaneously suspected of being defamatory towards the person
depicted, the service provider is not automatically obligated to remove the deep fake
due to the lack of proper disclosure. Rather, the content may remain on the platform
until an assessment determines whether it defames the person portrayed. As a principle
that is a suitable regulatory approach. To assess the incompliance / unlawfulness of
content requires a complex legal assessment of the individual case. The unclarity of
Article 50 (4) Ai Act (please see above) shows the complexity. Content moderation

under the DSA — in particular with regard to misinformation or discrimination in text — is
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often performed by Al tools. Transparency and effective human review and control is of

the essence.
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Mailing List

Europe

European Commission

e Directorate-General Justice and Consumers

e Directorate-General Communication Networks, Content and Technology
European Parliament

e Committee on Internal Market and Consumer Protection

e Committee on Legal Affairs
Council of the European Union
Standige Vertretung der Bundesrepublik Deutschland bei der EU
Justizreferenten der Landesvertretungen

Council of Bars and Law Societies of Europe (CCBE)
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